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Abstract: Recently, the Internet of Things (loT) environment is becoming increasingly fertile for malicious
users to break the security and privacy of loT users. Access control is a paramount necessity to forestall
illicit access. Traditional access control mechanisms are designed and managed in a centralized manner,
thus rendering them unfit for decentralized loT systems. To address the distributed loT environment,
blockchain is viewed as a promising decentralised data management technology. In this thesis, we
investigate the state-of-art works in the domain of distributed blockchain-based access control. We
establish the most important requirements and assess related works against them. We propose a
Distributed Blockchain and Attribute-based Access Control model for loT entitled (DBC-ABAC) that
merges blockchain technology with the attribute-based access control model. A proof-of-concept
implementation is presented using Hyperledger Fabric. To validate performance, we experimentally
evaluate and compare our work with other recent works using Hyperledger Caliper tool. Results
indicate that the proposed model surpasses other works in terms of latency and throughput with
considerable efficiency.



